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Cybersecurity threats to re-
tirement plans are increasing, 
and plan fiduciaries and re-
cordkeepers must take steps 
to prevent imposters from 
stealing plan benefits and to 
keep plan data secure. They 
need to be aware of Depart-
ment of Labor Best Practices, 
current litigation, and available 
general resources on estab-
lishing good cybersecurity 
procedures.

WHO IS LIABLE IF A
HACKER STEALS A PLAN
PARTICIPANT’S
BENEFITS?

Internet thieves haven’t
spared retirement plans, but
the surprising answer is that
we still don’t know. There is no
federal law providing automatic
recovery in these situations,
and no legal requirement that
those who handle distributions
maintain cybersecurity insur-
ance or indemnify participants
if their negligence allows a
thief to steal the participant’s
retirement benefits. Despite
this lack of clear binding guid-
ance and remedies, plan fidu-
ciaries and recordkeepers
must take steps to prevent
imposters from stealing plan
benefits and to keep plan data
secure. They need to be aware
of litigation in this area and uti-
lize available resources.

Why Is ERISA
Responsibility Unclear?

While maintaining the secu-
rity of plan data and assets is
a fiduciary responsibility, at
least in the 401(k) and defined
benefit space, where plans are
not subject to HIPAA’s privacy
and security requirements,
there are no binding rules set-
ting out what fiduciaries must
do. The Department of Labor
has issued helpful best prac-
tices and recommendations for
fiduciaries and recordkeepers,
which clearly state that “[r]e-
sponsible plan fiduciaries have
an obligation to insure proper
mitigation of cybersecurity
risks,”1 but these practices are
recommended, not mandatory.
To further complicate the prob-
lem, recordkeepers whose sys-
tems have been breached are
not generally considered fidu-
ciaries for purposes of ERISA,
as they don’t assume discre-
tion over plan administration or
investments.2 Service provid-
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ers that are not fiduciaries do
not have a duty under ERISA
to safeguard plan data and
assets. Although ERISA re-
quires that those who handle
plan funds must be bonded
against losses due to their
fraud or dishonestly,3 ERISA
bonds do not cover losses due
to the fraud or criminal behav-
ior of unrelated third parties.

Other Legal Protections

There are some specific
laws besides ERISA that might
provide requirements or a ba-
sis to sue in the event an ac-
count is stolen or data security
is breached. For example, fi-
nancial institutions are required
by the Gramm-Leach-Blilely
Act4 to establish rules to pro-
tect the privacy of consumer
financial information. State
laws such as California’s may
also impose data protection
and privacy requirements, and
state negligence law might
provide a recovery if a record-
keeper’s inadequate protec-
tions allowed an account to be
stolen. However, this is a
patchwork of protections that
may vary depending on where
the participant or other parties
are located. There is no uni-
form national law that applies
to everyone across the country.

For all of these reasons,
plan participants are vulner-
able to losing their entire retire-
ment savings when a security

breach occurs. Not surpris-
ingly, 401(k) part icipants
whose accounts were stolen
and who were not made whole
by their recordkeeper or plan
sponsor have gone to court
seeking to have their accounts
restored, but no clear legal
standards have been devel-
oped in this litigation to date.

WHAT ARE THE KEY
ISSUES?

In the ERISA lawsuits, plan
sponsors, plan committees,
recordkeepers and even custo-
dial trustees have been sued,
but they have different roles
and responsibilities. In the ab-
sence of black and white rules,
courts are required to make a
determination of whether the
party responsible for any
breach is a fiduciary and, if so,
whether a fiduciary breached
ERISA fiduciary responsibilities
in failing to have appropriate
protections in place. If defen-
dents include the plan sponsor
or a plan committee, a court
could look at whether they
adequately investigated and
monitored their vendors’ cyber-
security systems both when
the vendors were hired and on
an ongoing basis.

Since no procedures are
guaranteed to prevent cyberse-
curity breaches, a court might
determine that the fiduciaries
who have addressed cyberse-
curi ty issues have not
breached their responsibilities

and that the plan’s record-
keeper, even if not a fiduciary,
had reasonable cybersecurity
procedures. In that case, an in-
nocent participant whose ben-
efits were stolen would not be
entitled to reimbursement.

There may also be claims
under a recordkeeper’s service
agreement with the plan, which
provide for indemnification of
losses due to gross negligence
or willful misconduct of the
recordkeeper’s employees and
may also establish minimum
performance standards. The
participant will not be a direct
party to these contracts, but
the plan’s fiduciaries can as-
sert them.

One ERISA and Internal
Revenue Code claim that has
not been raised so far in the
litigation is whether failure to
restore a stolen account im-
properly deprives the victim of
a vested benefit.5

THE REPORTED CASES

Initially, it appeared that ven-
dors were quietly reimbursing
participants whose accounts
were lost due to cyberfraud,
but lawsuits began to be filed
in cases where this did not
happen.

Estee Lauder

The first important case in-
volved a participant in the Es-
tee Lauder plan and the re-
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cordkeeper Al ight. 6 The
participant lost $99,000 and al-
leged that Alight had inferior
cybersecurity protections. An
Alight employee actually as-
sisted the thief to change pass-
words and steal the account.
The thief requested that three
separate distributions be sent
to three separate banks, which
the participant argued should
have raised red flags. This
case was settled before the
court could deal with the legal
responsibilities involved.

Abbott Laboratories

This case7 also involved a
breach allegedly facilitated by
recordkeeper employees. A
call center employee helped to
facilitate the breach by send-
ing the thief a one-time code
to change the password and
giving the participant’s address
to the thief. The plaintiff whose
account was stolen sued Ab-
bott and its committee as well
as the recordkeeper. The par-
ticipant claimed that Alight was
a fiduciary because it con-
trolled plan assets and had
violated the duties of prudence
and loyalty. Since Alight had
been involved in previous
breaches, Abbott should not
have hired Alight. A pre-trial
decision dropped Abbott defen-
dants from the case, stating
that there was no showing that
actions taken by Abbott were
objectively unreasonable, but
left Alight as a defendant.

The Disberry Case

One of the most publicized
cases involved the theft of
Paula Disberry’s 401(k) ac-
count valued at around
$750,000 from a 401(k) plan
maintained by Colgate-
Palmolive.8 Again, record-
keeper (Alight) employees as-
sisted the cyber criminal to
change the account’s pass-
word and address, enabling
the criminal to steal her
account. Although Disberry
lived outside the United States,
a confirmation of the transac-
tion was sent to her by snail
mail, which was intercepted by
the thief.

Disberry didn’t find out about
the theft until after her account
had been emptied. She then
filed for restoration of her ac-
count under the plan’s claims
and appeals procedure, and
was reportedly told by the com-
mittee that the plan had paid
out everything she was owed.
Not surprisingly after such a
response, Disberry sued the
plan committee, Alight, and its
custodial trustee Bank of New
York/Mellon for breach of fidu-
ciary duty in allowing the
breach to occur. The complaint
alleges that an Alight employee
assisted the thief to change a
password, the mailing address
for the participant and bank in-
formation for the distribution
without notifying the participant
in real time or requesting im-

mediate confirmation of the
transaction.

It is interesting to note that
the thief also tried to steal
Disberry’s pension from a
Colgate-Palmolive defined
benefit plan, but was thwarted
by a different recordkeeper’s
insistence on seeing photo ID,
which the thief could not
produce. Sometimes simple
precautions, not high tech de-
fenses, can prevent benefit
theft.

In a preliminary decision,
Disberry’s claims against the
Bank of New York were dis-
missed, as monitoring distribu-
tions was not part of its re-
sponsibi l i t ies as directed
trustee. The court refused to
dismiss the fiduciary breach
claims against the committee
or Alight, and took the unusual
step of suggesting that plaintiff
should add an alternative state
law negligence claim against
Alight to the complaint.

The Disberry case has the
potential to establish new law
in this area, and benefits pro-
fessionals should be on the
alert to see if there are further
developments.

MandMarblestone Group

This case9 involving a stolen
401(k) account is notable be-
cause the thief apparently
gained access to documents
allowing them to claim benefits
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by hacking into the home com-
puter of a participant who was
working remotely, then posed
as the office administrator and
directed that distributions of
$400,000 be made from the
account of the plan trustee,
who was also a principal of the
plan sponsor and listed as
administrator in plan
documents. The participant
sued Nationwide as custodian
of the funds as well as third
party administrator Mand-
Marblestone Group. Nation-
wide argued in its defense the
“There is no fiduciary duty to
prevent forgeries.” Nationwide
also counterclaimed against
the plaintiffs, claiming that their
negligence contributed to the
breach, as they were aware of
unusual account activity.

In the end, the court, which
seemed to be looking for a ra-
tionale to protect the partici-
pant, found that the record-
keeper and custodian were
fiduciaries, though this is in-
consistent with other cases on
these issues. The court also
ruled that it would not take into
account the plaintiff’s activities
in reviewing the obligations of
the fiduciaries, since fiduciaries
may not reduce their own li-
ability by alleging that other
parties were negligent. How-
ever, Nationwide might later
seek indemnification from the
plaintiff. This case is a warning
to company fiduciaries that
their own cybersecurity prac-

tices and standard of care will
be reviewed if they seek recov-
ery of stolen benefits from their
third party vendors.

SERVICE PROVIDER
WARRANTIES

As a result of publicized ac-
count theft, and these earlier
cases, several major 401(k)
vendors have provided cyber-
security warranties to their
plans. Subject to conditions
that plan fiduciaries should
review with their ERISA coun-
sel, these warranties will reim-
burse participants whose ac-
counts were stolen from the
recordkeeper’s system through
no fault of their own.

DATA BREACH CASES

Plan data is also considered
valuable, and another reason
good cybersecurity practices
are needed is that cyberthieves
may use stolen personal data
to apply for other benefits,
credit cards, or loans in the
participant’s name. In that
case, issues arise as to how
quickly participants are notified
of the breach and what reme-
diation will be provided. The
typical relief offered is for the
party incurring the breach to
pay for credit monitoring of af-
fected participants for a limited
period of time. However, this
may not be sufficient, as it may
be years before stolen data is
used.

MOVEit Data Breach

Recently, a breach involving
PBI and MOVEit exposed par-
ticipants in CALPERs and Ten-
nessee state retirement plans
and customers of TIAA (and
many other entities) to fraud by
criminals using their personal
information. Two class actions
have been filed by CALPERs
participants as a result of the
breach.10 The plaintiffs claim
that they were notified too late
and that limited credit monitor-
ing is an insufficient remedy.
They seek to bar CALPERs
from using these vendors go-
ing forward among other relief.
The state plans are not subject
to ERISA, but plaintiffs in the
CALPERS cases set forth sev-
eral claims under California
state law. They did not name
CALPERS as a defendant.
TIAA has also been sued as a
result of this breach11, includ-
ing for violating the Gramm-
Leach-Bliley Act. One of the
complications in these lawsuits
is that the breach occurred at
a company retained by the
contracting party.

These cases may develop
law regarding breach notifica-
tion obligations or the reme-
dies to which participants
whose data has been stolen
are entitled.

In the future, participants
may be assisted in coping with
the consequences of a data
breach by a new SEC rule12
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that requires public companies
to disclose material breaches
within four business days.
State consumer and privacy
laws also may provide causes
of action for participant victims
in addition to any remedies
provided under ERISA.

WHAT ARE PLAN
FIDUCIARIES TO DO?

Even in the absence of clear
and uniform legal rules, all plan
fiduciaries need to take steps
to protect their participants
from cybertheft and data
breaches, particularly since the
Department of Labor can be
expected to ask questions
about plan cybersecurity as
part of any audit. There are
many practical steps they can
take.

DEPARTMENT OF LABOR
BEST PRACTICES

The Department of Labor
has not sued plan sponsors or
recordkeepers for failing to
prevent breaches, although it
initiated an investigation of
recordkeeper Alight, the defen-
dant in lawsuits mentioned
above. There are no regula-
tions or advisory opinions
fleshing out these legal
obligations. However, the De-
partment has issued a docu-
ment setting out best practices
for plan recordkeepers13 and a
second containing “Tips for Hir-
ing a Service Provider with
Strong Cybersecurity

Practices.”14 These should be
must reading for plan sponsors
and recordkeepers.

Recordkeeper Best
Practices

The Department of Labor
best practice recommenda-
tions for recordkeepers include
the following:

E Have a program in place
to deal with security inci-
dents and disaster recov-
ery

E Conduct prudent annual
risk assessments

E Have annual third party
audits of security controls

E Have assigned employee
roles

E Encrypt sensitive data,
including in transit

E Conduct regular em-
ployee training

E Document the framework
used to assess its system
and practices

E Review access privileges
every three months

E Confirm the identity of the
authorized recipient of
funds

E Trigger an alert when ac-
count information is
changed, and require ad-
ditional validation if per-
sonal information is

changed prior to a re-
quest for distribution

E In case of a breach, notify
law enforcement, the ap-
propriate insurer, and par-
ticpants, giving partici-
pants the information
necessary to protect
themselves from unautho-
rized use of their data.

In the case of an audit, be
able to produce audit reports,
audit files, penetration test
reports and support ing
documents.

Tips for Plan Sponsors

Plan sponsors have ongoing
obligations not limited to hiring.
The following are recom-
mended for hiring and during
the term of the service
relationship:

E Ask about policies, proce-
dures and audit results,
and compare them to in-
dustry standards, looking
specifically for outside
auditors and insurance
coverage.

E Review public information
about breaches and litiga-
tion

E The service agreement
should:

1. Require compliance
with all applicable
laws

2. Prevent unauthorized
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use and disclosure of
data

3. Deal with breach no-
tification

4. Allow the plan spon-
sor to monitor
whether the record-
keeper is complying
with the agreement’s
requirements on an
ongoing basis

5. May require main-
taining cybersecurity
insurance coverage

6. Given the practice of
vendors to outsource
responsibil it ies to
subcontractors, who
may be outside the
United States, an of-
ten overlooked issue
is that the agreement
should require the
vendor to ensure that
any subcontractors it
hires will satisfy the
same cybersecurity
standards as apply to
the vendor and its
employees, and its
indemnification provi-
sions should make
the vendor respon-
sible for act ions
taken by its subcon-
tractors as if they
were the vendor’s
own employees.

In addition, it is important for
plan sponsors to understand

that their own data systems
should satisfy the requirements
recommended for recordkeep-
ers, including employee train-
ing and third party systems
audits. As more and more em-
ployees work remotely, the
MandMarblestone litigation
makes clear that it is also es-
sential to control security on
laptops and home devices.

OTHER SOURCES OF
INFORMATION

There are many other re-
sources available to plan spon-
sors who want to develop
strong internal technology and
procedures but may not have
or have limited internal cyber-
security expertise. The Society
of Professional Asset Manag-
ers and Recordkeepers
(SPARK) Institute releases re-
ports on best practices for the
retirement industry. Much help-
ful general information on es-
tablishing good cybersecurity
practices is also available from
the federal government. Plan
sponsors should be familiar
with the National Institute of
Standards & Technology (NIST,
part of the U.S. Chamber of
Commerce), and its framework
of best practices. The federal
Cybersecurity & Infrastructure
Security Agency (CISA) is an-
other source of helpful informa-
tion and best practices. Plan
sponsors looking for providers
to review their systems can
also hire outside vendors who

will guide them through an
RFP to find the right person to
hire.

A BETTER PATH GOING
FORWARD

There is more regulation of
data breaches and responses
to them than clear protection
against outright benefit theft.
Benefit theft is a crime, but
criminal authorities cannot be
counted upon to recover stolen
benefits. The fact that some
participants whose benefits
were stolen by thieves had no
practical recourse except su-
ing all parties involved in a
breach is troubling given the
importance of retirement secu-
rity and the need to increase
Americans’ retirement savings.

Reliance on state law to
solve this problem defeats
ERISA’s purpose of having
uniform rules apply to pension
benefits. There is a need for a
federal solution to these prob-
lems, either via new regula-
tions or new laws. If we are
concerned that participants
aren’t currently saving enough
for retirement, forcing them to
go to court to try to recover
stolen benefits won’t help and
may even deter some employ-
ees from participating in their
plans.

Here are some suggestions
to help control the problem of
stolen benefits:

Cybersecurity Creates Ongoing Challenges for Plan Fiduciaries and Recordkeepers

Journal of Compensation and Benefits E November/December 2023
© 2023 Thomson Reuters

37



E Requiring recordkeepers
and plan sponsors to
maintain cybersecurity in-
surance of at least a min-
imum overage level

E Binding regulations re-
quiring third party sys-
tems audits and em-
ployee cybersecurity
training

E Requiring all recordkeep-
ers to provide cybersecu-
rity warranties

E Establishing a federal pro-
gram to reimburse partici-
pants whose benefits are
stolen through no fault of
their own.

E Binding authority from the
DOL on the liability of plan
fiduciaries for these thefts

E Development of sample
service agreement provi-

sions by the DOL to as-
sist those negotiating ser-
vice agreements. This will
be especially helpful to
smaller plan sponsors
without regular outside
ERISA counsel.

Some of these changes
would require Congressional
action, but they would reinforce
the importance of protecting
plan participants from losing
their ret i rement savings
through no fault of their own.

NOTES:
1See dol.gov/files/ebsa/key-

topics/ret i rement-benefits/
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2ERISA Section 3(21), 29 U.S.
Code 1002(3)(21).

3ERISA Section 412, 29 U.S.
Code 412.

415 U.S. Code 6809.
5See 26 U.S. Code 411(d).
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WL 10817328.
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492 F. Supp. 3d 787, 2020 Employee
Benefits Cas. (BNA) 380295 (N.D. Ill.
2020).

8Disberry v. Employee Relations
Committee of Colgate-Palmolive
Company, 2022 WL 17807122 (S.D.
N.Y. 2022).

9Leventhal v. MandMarblestone
Group LLC, 2020 Employee Benefits
Cas. (BNA) 197040, 2020 WL 2745740
(E.D. Pa. 2020).

10The first of these was Berry v.
Pension Benefit Information LLC,
4:23-cv-03297 (N. D. Cal., filed June
30, 2023).

11Jentz v. Teachers Insurance
and Annuity Association of America,
1:23-cv-06944 (S.D.N.Y., filed August
7, 2023.

1288 Fed. Reg. 51896, August 4,
2023. This final rule is effective Sep-
tember 5, 2023.

13Cybersecurity Program Best
Practices, dol.gov/files/ebsa/key-topic
s/retirement-benefits/cybersecurity.

14 Dol.gov/files/ebsa/key-topics/re
tirement-benefits/cybersecurity.tips-fo
r-hiring-a-service-provider-with-stron
g-security practices.
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